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1
Decision/action requested

This document proposes the conclusion on key issue #5. SA3 is kindly requested to approve this doc.
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3
Rationale
Key issue #5 of TR 33.835[1] proposed user privacy related requirements of AKMA, it protects SUPI from being revealed to application servers. Besides, this key issue requires the potential existence of an alternative identifier replacing SUPI/SUCI in order to identify users between 3GPP network and application servers for AKMA.
Solution #17, #19 and #23 have addressed this key issue.

Solution #17 has addressed this key issue by the anchor function generating a temporary user identifier and informing the UE of the ID during the authentication. The UE then generates the application key KAF and associates the KAF with the temporary ID.
Solution #19 generates a KAUSF key identifier derived from and stored along with KAUSF, it’s used to let the UE and application server know from which other AKMA keys are derived. 

Solution #23 also generates a key identifier derived from KAUSF, compared with solution #19, this key identifier is binding with KAKMA, not KAUSF. But this identifier is also used for letting the UE and application server keep synchronized on the key derivation materials.
The commom idea of the above solutions is the introduction of the identifier to bind the user identity to the keying material. By knowing such identifier, the application and UE can both identify the key and further derive other AKMA keys.

However, at the moment, all of the above solutions are lack of detail design on how these identifiers are derived. Besides, since the detailed AKMA authentication procedures will be done in the normative work, it’s hard to choose from these three solutions on which key is this identifier associated with.
So in this stage, it’s recommended for SA3 to agree on the following basic idea on this key issue and do the detailed design of identifier generation in normative work.
4
Detailed proposal

7.4 Evaluation and conclusion on privacy

For key issue#5, it’s recommended to use the idea of solution #17, solution #19 and solution #23 of generating a temporary identifier to bind the user identity to the keying material as the basis for normative work. Detailed design on how this identifier is generated and which key is associated will be done according to the AKMA procedures in normative work.
